A cognitive radio network, which enables dynamic spectrum access, addresses the scarcity of radio spectrum caused by ever-increasing demand for spectrum. Cognitive radio technology ensures the efficient utilisation of underutilised licenced spectrum by secondary users (SUs). SUs sense the radio environment before utilising the available spectrum to avoid signal interference. The SUs cooperatively sense the spectrum to ensure a global view of the network. Unfortunately, cooperative sensing is vulnerable to Byzantine attacks whereby SUs falsify the spectrum reports for selfish reasons. Hence, this study proposes the implementation of a scheme to combat the effects of Byzantine attack in cognitive radio networks. The proposed scheme, known as the extreme studentized cooperative consensus spectrum sensing (ESCCSS), was implemented in an ad hoc cognitive radio network environment where the use of a data fusion centre (DFC) is not required. Cognitive radio nodes perform their own data fusion before making spectrum access decisions. They fuse their own reports with reports from neighbouring nodes. To evaluate the performance of our scheme and its effectiveness in combating the effect of Byzantine attack, comparative results are presented. The comparative results show that the ESCCSS outperformed the Attack-Proof Cooperative Spectrum Sensing scheme.
INTRODUCTION
As there are more innovations and more technologies, there is a need for more spectrum bands due to spectrum over-crowding caused by those technologies (Singh, Upadhyay, Lee, & Costa, 2019) . It was observed that as unlicensed spectrum are being over-crowded, licensed spectrum bands are underutilised (Abognah & Basir, 2015; Mehdaw, Riley, Paulson, Fanan, & Ammar, 2013) . Given these spectrum challenges, the cognitive radio technology was proposed as a possible solution to the 2 RELATED WORK Several schemes have been proposed to address the effects of security threats associated with spectrum sensing. Most of these proposed schemes are based on a centralised model of cooperative spectrum sensing. However, gaps still exist in the infrastructure-less CRNs (Mapunya & Velempini, 2018a) .
The performance of various algorithms which implement a fusion centre were evaluated in Lavanis and Jalihal (2017) . The detection of the SSDF attack is a challenge in these schemes. The standard and p-nom energy detector algorithm was assessed under the assumption that a Gamma and Gaussian distribution of the test statistics was implemented. The comparative results demonstrate that the Gaussian assumption for distribution of test statistics performs better in combating the SSDF attack compared to the Gamma assumption. The experiment was carried out with the assumption that the network is populated with a very small percentage of attacking nodes. It is not guaranteed that the algorithm will perform well in a network with a higher percentage of MUs.
In Lu, Wei, and Chen (2014) an SSDF attack mitigation scheme which is based on the hard decision technique was proposed. The scheme uses the Gaussian approximation of Binomial distribution to detect and isolate MUs participating in cooperative spectrum sensing (CSS). The scheme was evaluated in a network with 50 nodes. The scheme may not function well in large networks hence its robustness may be evaluated in larger networks. In our work five different sizes of networks ranging from 10 to 100 nodes were considered.
In Sodagari, Attar, Leung, and Bilén (2012) schemes designed to counter a number of different classes of attacks which are based on the prior knowledge of the cognitive radios were proposed. The schemes detect and isolate the malicious reports. The implementation of the weighted sensing fusion mechanism in CRNs can reduce the impact of attacks in cognitive radio networks (2012) . The assumption that the network has only five malicious nodes does not assess effectively the effectiveness of the scheme when the number of MUs is increased.
An extension of the generalised extreme studentized deviate test algorithm was proposed by Srinu and Mishra (2016) to address the effects of malicious SUs in cognitive radio networks. The proposed scheme can only function in a network with a fusion centre. The scheme detects MUs using the Shapiro-Wilk test and it is effective in detecting and isolating Byzantine attacks, however, it is a centralised CSS scheme. This study addresses Byzantine attacks in decentralised CRN. However, extreme studentized deviation test as the base of this work was also implemented in our scheme to address the effects of the Byzantine attack.
A novel multi-attribute, trust-based framework which facilitates dependable spectrum sensing and priority-based spectrum access allotment to support delay sensitive data transmissions was proposed in Premarathne, Khalil, and Atiquzzaman (2016) . The simulation results show that the effectiveness of the scheme is 91.42%. The network was assumed to be subjected to the always-on attack only. The proposed scheme may not be reliable when different types of attacks are encountered. MATLAB was also used to evaluate the efficiency of our scheme when different types of attacks.
In Lin, Hu, Huang, Xu, and Wu (2015) a distributed CSS and cheat-proof spectrum allocation strategy was proposed. The scheme integrated the dynamic reputation model and the Vickrey-Clarke-Groves mechanism. It was proven through the analytical and simulation results that the scheme can detect and isolate SSDF attacks in cognitive radio ad-hoc networks. The performance of the scheme was evaluated against a distributed random scheme and the results show that it is superior (Luo & Roy, 2007) .
A novel trust-aware, gossip-based scheme was proposed for distributed cognitive radio networks and was designed to improve the performance of the CSS in the presence of MUs (Vosoughi, Cavallaro, & Marshall, 2014) . Push-sum protocol is the bases of this scheme and it is a novel consensus-based scheme (Kempe, Alin, & Johannes, 2003) . Using gossip, the average values stored by each node are calculated and these values are stored using the push-sum protocol. Gossip protocols are distributed algorithms where every node transmits its own value to a random node at a given time step. The trust score was incorporated into the original push-sum algorithm to make it more resilient to SSDF attack.
The goal of every node is to assess its neighbours trustworthiness and ignore the report from untrustworthy neighbours. Furthermore, the study showed that consensus-based systems are more vulnerable to SSDF attacks. It is evident that the proposed scheme improves significantly the detection rate of the network in the presence of malicious nodes. However, it might cause delays due to the slow convergence. The proposed scheme was simulated in a scenerio with a single PU. This work also assumed the availability of one PU in all the scenerios. Two block outlier detection methods based on Tietjen-Moore (TM) and Shapiro-Wilk (SW) tests were proposed in Srinu and Mishra (2016) to mitigate the effects of the MUs in CSS. The box plot and median absolute deviation (MAD) tests were compared to the proposed mitigation scheme. The robustness of TM and SW in comparison to statistical and random attack performed better than the box plot and MAD tests. A new type of attack was observed, called the cooperative SSDF attack, which involves cooperating MUs. Monte Carlo simulations were used to show that the largest gap and clustering method fail to estimate accurately the number of outliers in cooperative attack. To address this shortcoming, a modified largest gap method which can estimate accurately the number of outliers under cooperative attack was proposed.
SYSTEM MODEL
We investigated a number of Byzantine attack countermeasures and evaluated their weaknesses and strengths in the previous section. In this section, we discuss the proposed Extreme Studentized Cooperative Consensus Spectrum Sensing (ESCCSS). It incorporates the extreme studentized deviate test which makes the scheme more robust. The scheme was evaluated and its performance was compared to the Attack-Proof Cooperative Spectrum Sensing (APSCC).
Our proposed scheme is based on a cooperative spectrum sensing and sharing whereby each node in the network is responsible for observing and constructing information about its neighbourhood, and then sharing it with the rest of the nodes through a common control channel.
A consensus algorithm assists in the sharing of data and in decision making regarding the availability of the spectrum band. ESCCSS is a cooperative spectrum sensing and a consensus-based scheme. Distributed spectrum sensing was proposed to address the problem of link and node failure.
SUs share spectrum observations with their neighbours and the spectrum access decision is made by each SU based on both global and local observations through the use of the consensus algorithm.
SUs cooperate in sensing the spectrum to ensure that all the nodes have a global view of the network / environment and to ensure accuracy without the use of a fusion centre. Spectrum observations are shared amongst SUs with each SU making a final spectrum access decision based on the final converged value obtained from the fusion of the received observations from neighbouring nodes through the use of the consensus algorithm. The proposed scheme can be summarised as follows:
1. At time t = 0, we initialise k = 0, each SU initially transmits its local observation to its neighbours during this step resulting in vector
3. Each node estimates the number of falsified data denoted by u, at k = 0.
4. Each node computes the meanx and standard deviation s of the received observations from its neighbours and its own observation.
Then compute
where x i is energy detected value from the sorted vector.
6. After computing R j , find the value of x i that maximises |x i −x|, this is flagged as an outlier.
7. Isolate outlier x i from the sorted local observations and repeat steps 2 to 6 with estimated outliers j = u and k = 1, . . . , K 8. exclude isolated data from participating in step 9 after classifying them (x i s) as suspicious data 9. Subsequent to isolating false data at each successive time step (0 < k < K), each SU fuses these observations together with the received observations from past time steps, through a mixing function which generates a new observation b(k) (Seif, ElBatt, & Karim, 2016) . This new observation is transmitted to the neighbouring nodes at the current step k. This can be mathematically expressed as follows:
where F (.) is the combining function.
10. When (k = K) the consensus algorithm terminates, at this point each SU makes a final decision individually regarding the availability of the spectrum. The b(K) function is compared to a threshold value. This can be expressed as:
where α, a threshold value of 3.5, is regarded as the middle value of possible energy detected values. The energy values range from zero to seven. At this stage, SUs can make a correct decision to access the available spectrum. If the final decision is 0, it means that the spectrum is available otherwise it is unavailable. Figure 1 presents the flow chart of the spectrum access decision which guides the cognitive radios. Cognitive radios start by sensing the radio environment to locate spectrum holes. As the spectrum observation information is shared amongst cognitive radios, the proposed scheme is activated. The falsified information is detected and isolated when the consensus algorithm combines all the information received by each cognitive radio enabling all the SUs to converge. Finally, the converged information is compared to a threshold value resulting in a cooperative spectrum availability decision being made. If the spectrum is available the SUs can transmit in the available band otherwise, the spectrum sensing restarts. Figure 2 presents details of the proposed scheme. In a network populated with 10 nodes and 10% of those nodes being malicious, it can be seen that two of the nodes report data which is out of the range. The purpose of the scheme is to identify such reports and exclude them from the final spectrum occupancy decision making. If the falsified data are not isolated, the spectrum may be underutilized or monopolized by selfish MUs and the potential of cognitive radio networks won't be realized. The falsified data leads to wrong overall spectrum availability decision making.
SIMULATION MODEL
The network size and the number of malicious nodes in the network were varied in different simulation scenerios to effectively evaluate the efficiency of the scheme. The evaluation was done using different network sizes which ranged from a small-sized network to a large-sized network. This was done by varying the number of the malicious nodes from 10% to 15% and then to 25%. The simulation parameters used in the evaluation are presented in Table 1 .
The proposed scheme was simulated in the MATLAB environment because it is widely used in this research area. Therefore, It is an effective tool to simulate the proposed scheme.
The spectrum sensing can be conducted in one of the two ways, either cooperatively or noncooperatively. Cooperatively is where the SUs sense the spectrum band and share the information with each other before making the final transmission decision.
Non-cooperatively is where a SU senses the spectrum band and makes the spectrum access decision without cooperating with neighbouring nodes. In this research, cooperative spectrum sensing was considered because it is more effective than non-cooperative spectrum sensing. 
RESULTS AND DISCUSSION
We evaluate the performance of the proposed Byzantine attack mitigation scheme, the ESCCSS and compare it to the APSCC (Liu, Gao, Guo, & Liu, 2010) . APSCC is closely related to our work however in our proposed scheme we used the generalised studentized deviate test. The APSCC makes use of the consensus algorithm and it is optimised to work in an ad hoc cognitive radio network environment. According to literature, the APSCC is the best performing scheme (Liu et al., 2010) . This is the basis for the selection of the APSCC and comparison to the ESCCSS scheme. A number of simulation scenarios were considered in this evaluation. The size of the networks and the percentage of attacking nodes ranged from 10 to 100 nodes and 10% to 25% attacking nodes respectively. We evaluated the performance of the two schemes based on the following metrics: probability of false alarm (FAP), missed detection (MD), and success probability.
The performance of the ESCCSS in addressing the different types of Byzantine attacks in different sized network scenarios was examined. Figure 3 presents the FAP where there is 10% of MUs in the network ranging from 10 to 100 nodes.
The false alarm probability results in Figure 3 show that in all the considered scenarios, our proposed scheme significantly reduced FAP compared to APCSS. In a scenario with 10 nodes and only one malicious node, ESCCSS achieved a good FAP which is below 0.2 while the APCSS's FAP is above 0.6. In Figure 4 , where there was 15% of the nodes being malicious, the ESCCSS scheme also achieved good results. The ESCCSS scheme managed to isolate most of the data from MUs in the final decision making. The APCSS isolates falsified data based on the following expression (µ i (k) − γ c )(µ i − γ c ) < 0 which sometimes fails to make a correct decision. If the difference between µ i (k) and µ i is large enough, then (µ i (k) − γ c )(µ i − γ c ) < 0 becomes greater than 0, therefore concluding that the tested data is correct which might not be the case. This ultimately results in the failure to reduce the FAP.
When 15% of the total nodes were set to be attacking nodes, it was observed that the ESCCSS significantly reduced the FAP in comparison to APCSS in all the scenarios as shown in Figure 4 . The APCSS was therefore outperformed by ESCCSS as it failed to reduce FAP significantly.
The performance results of the scheme in a network with 25% malicious nodes are presented in Figure 5 .
The ESCCSS scheme outperformed the APCSS scheme in these scenerios. The poor performance of APCSS can be attributed to its failure to detect and isolate all the malicious data due to the large gap between µ i (k) and µ i while ESCCSS was able to detect and isolate all the incorrect data.
In the following set of results, we evaluate the perfomance of the two schmes on the bases of the MD metric. MD occurs when a PU is detected to be idle yet it is active in the given spectrum band. Figure 6 presents the MD probability of the two schemes in a network consisting of 10% malicious nodes.
A reduced MD probability is desirable for better performance. Figure 6 shows that the ESCCSS reduces the MD probability. It also outperformed the APCSS scheme. As the network size was increased, the ESCCSS scheme consistently performed better that the APCSS scheme. In a small network size (10 and 15), it was observed that the APCSS recorded a very high MD probability (0.63) while the ESCCSS reduced the MD probability by 0.45 and at least by 0.3 respectively. Though the ESCSS posted very good results, it was not able to achieve 0% MD because the attacking nodes does not falsify all the sensed data and it also misses some false reports. Furthermore, non malicious nodes can occasionally behave like a malicious nodes due to some environmental challenges such as multipath and signal fading.
The Always Yes attack falsified the data in cases where low PU signals were sensed and the Always No attack falsified data where high PU signals were detected. The ESCSS recorded low MD probability because the extreme studentized deviate test was implemented and it managed to detect most outlying data. Figure 7 presents the MD probability simulation results of the ESCSS in comparison to APCSS results.
The results show that in a network compromised by 15% of the total nodes being malicious, the ESCSS outperformed the APCSS. It is evident that as the network size increased, ESCCSS continued to post good results as compared to the APCSS. This can be observed in all the network scenarios. The ESCCSS achieved less than 0.36 MD probability while APCSS recorded the MD Probability which is more than 0.49 in all the scenarios. The APCSS scheme failed to correctly detect and isolate all the falsified data due to this detection criterion (µ i (k) − γ c )(µ i − γ c ) < 0. When the network has 15% of attacking nodes, we can conclude that ESCCSS performed better. We then increased the number of malicious nodes in Figure 8 to 25%.
When the network size is small (10 to 25 nodes), ESCCSS achieved a marginal improvement. As the network size increased, the perfomance of ESCCSS improved. The ESCCSS is therefore more efficient in large networks with 25% attacking nodes. This is caused by the fact that at this point, the proposed scheme can still detect and isolate most of the falsified data while APCSS fails to detect even at least 50% of falsified data since there is a significant gap between µ i (k) and µ i in available data to be tested. The effects of outliers are more evident where the number of malicious nodes is high. Figures 9-11 present the comparative success probability results of ESCCSS and APCSS schemes. Figure 9 presents the success probability results of ESCCSS in networks with varying number of nodes. However, the number of attacking nodes was kept constant.
In a small network, the ESCCSS scheme detected a higher number of attacking nodes compared to APCSS scheme, as shown in Figure 8 . As the network size was increased, the success probability of ESCCSS in general also decreased, while the APCSS's success probability increased. However, the ESCCSS outperformed the APCSS scheme in all the network scenarios. The ESCCSS detected all falsified data and isolated them from spectrum availability decision making. The success probability was also investigated in a network scenario with 15% attacking nodes. The results are presented in Figure 10 for both ESCCSS and APCSS. Figure 10 shows that ESCCSS performed better in comparison to the APCSS. The ESCCSS recorded the highest success probability when the number of nodes in the network were 15, and 2 of those nodes were malicious. The network size was populated with a reasonable number of MUs and they were detected by ESCCSS since it is configured to detect earlier, the suspicious nodes. Figure 11 presents the results of the schemes when the percentage of malicious nodes was increased to 25%. Figure 11 shows that as the network size increases, the success probability also increases. It can be seen that when the network size is small, the performance of the ESCCSS scheme is marginally better than the performance of the APCSS scheme. It then improves as the network size increases. 
CONCLUSION
The main objective of this work was to design and implement a Byzantine attack mitigation scheme in cognitive radio ad hoc networks. The objective was to isolate falsified data regarding the availability of spectrum. The false data mislead SUs in spectrum access decision making. The proposed statistical approach used in isolating falsified data was integrated with the cooperative spectrum sensing technique. The results show that the extreme studentized deviate test isolated data from outliers in the shared data set from all nodes at time K. Based on the quantitative simulation results, we can conclude that the extreme studentized deviate test is an efficient scheme in combating Byzantine attacks in cognitive radio networks. The simulation results shown that ESCCSS achieved a lower FAP compared to APCSS. ESCCSS also achieved a lower MD probability compared to APCSS. The proposed scheme therefore detects successfully malicious data and it also outperforms the APCSS scheme.
